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B TOM UYHUCIJIE! 9K3aMEHBbI 7
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Pacnpez[e.rlemle YacCcoB JUCHHUILIMHBI IO CeMecTpaM

Cemectp
(<Kypc>.<Cemectp Ha| 7 (4.1)

Kypce>) Hroro

Henens 17 3/6

Bun 3ansatuit vo | P | VI PIl

Jlexumn 32 (32 |32 |32
JlaGopatopHbie 32 (32 |32 |32
HWroro ayn. 64 (64 |64 |64
KonraktHas pabora |64 |64 |64 (64
Cawm. pabora 80 (80 |80 |80
Yacel Ha KOHTPOJIb 36 (36 |36 |36
HWroro 180 (180 |180 (180
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Pabouas InporpaMmMa JUCHHUIIINHBL

HNudopmanuonnasi 6e30macHoOCTb M 3a1UTA HHPOPMALMHT

paspaborana B coorBeTcTBuu ¢ DI'OC:

DegepanbHbIil FOCYIAPCTBEHHbIH 00pa30BaTEIbHbIN CTAHIAPT BBICIIETO 00pa30BaHus - OaKallaBpUaT M0 HAMPABJICHHIO TIOATOTOBKH
09.03.02 NudopmaimoHHbIE CHCTEMBI B TeXHOIOTHH (npruka3 MunoOpHayku Poccun ot 19.09.2017 r. Ne 926)

COCTaBJICHA HA OCHOBAHUHU y‘IEGHOFO IJ1aHa:

09.03.02 THOOPMALIMMOHHBIE CUCTEMbBI 1 TEXHOJIOT' N
Hanpagsnennocts (mpodunp): MHGOpMAIIMOHHBIE CHCTEMBI U TEXHOJIOTHU

YTBEPIKJICHHOTO y4eOHO-METOANIECKUM COBETOM By3a oT 16.06.2022 mpoTtokos Ne 6.

Pa6ouas nporpamma o700peHa Ha 3acelaHuH Kadeapsl

HNudopMaTHKH U BEIYHCIHTENBLHON TEXHUKH

3aB. kadenpoii k.T.H., noueHT [.A. DEnopos



1. HEJIX OCBOEHUA JUCHUTIIMHBI

11

(hopmMupoBaHUe 3HAHHI 00 OCHOBHBIX MOJIOKECHUAX TEOPUU U MPAKTHKH HHPOPMALMOHHON 0€30MaCHOCTH; YMEHUIA
MPUMEHSTh COBPEMEHHBIC METOJIbI M CPE/ICTBA 3ALIUTHl HHPOPMALUH B BEIYMCIUTEIBHBIX CHCTEMAaX M CETAX; KOMITCTCHIHH
B 00JIacTH pa3pabOTKU M UCTOJIB30BaHMSI CPEJCTB 3aIUThl KOMITBIOTEPHOH MH(GOPMAIINH B Ipoliecce ee 00paboTKH,
nepeayn ¥ XpaHeHus: B UHPOPMAIIMOHHBIX CHCTEMaX Y CTYIACHTOB MPOQMIIS MOrOTOBKH — BBIYHCIUTENbHbIC MAIITHHBI,
KOMILJIEKCHI, CHCTEMBI M CETH.

2. MECTO JUCHUILITMHBI B CTPYKTYPE OOII

Huxn (pazgen) OOIT: b1.B.01

2.1

TpeGoBanus K NpeABAPUTEIbHON NOATOTOBKE 00y4aloLIerocs:

211

Nudopmaruka

212

OOBEKTHO-OPUEHTHPOBAHHOE ITPOTPaMMHUPOBAHIE

2.2

I[P[CIH/I]I.]'II/IH])I N MPAKTHKH, I KOTOPBIX OCBOCHHE JTAHHOM TUCUHIIJIMHBI (MO[[yJISI) HeOﬁXOHI/IMO KakK
npeamecTrByrouiee:

221

BbesonacHoCTh 6a3 JaHHBIX

3. KOMIIETEHIIMHA OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIbTATE OCBOEHUSA JUCITUIIJINHBI

(MOIYJIS)

IK-4.1: IleMoHcTpUpYeT 3HAHUSI METOA0B U TEXHOJOTHii o0ecneyeHnsl PYHKIIHOHUPOBAHUS 023 JaHHBIX

IIK-4.2: Pa3pabaTbiBaeT aJropuTMbl NpeAoTBpallleHIe OTEPb U MOBPeKIEHUH JaHHbIX

K-4.3: OfecieunBaeT HHPOPMAINOHHYIO 0€30MACHOCTH

IIK-11.1: leMoHCTpHpPYET 3HAHUS METOJ0B aHAJIN3a TPeOOBaHMIl K IPOrPaMMHOMY 00eCIe4eHHI0

IIK-11.2: IIpuMeHsieT HA NPAKTHKEe MeTObl OPraHU3ALUHU PAGOTHI 110 IPOEKTHPOBAHHUIO IIPOIPAMMHOI0 o0ecredeHHst

IIK-11.3: IIpoexTHpYET NPOrpaMMHoOe o0ecreyeHne

B pe3yiabTaTe ocBOeHHS TMCHUILIAHBI 00yYaIOLIUICS O/KeH

3.1

3HaTb:

311

MaremaTH4ecKUe OCHOBBI KPUNITOrpa(uu, OpraHu3alluOHHbIE, TEXHUYECKUE U IPOrpaMMHBIC METO/BI 3all[UThl U aHAIN3a
HH(POPMAITUN B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMaX,CeTAX, IPOrPaMHOT0 obecriedeH s, 6a3 TaHHBIX, CTAHAAPTEL,
MOJIENN U METObI MN(POBaHUS, METOAB! NICHTH()UKALUY OIb30BaTeNIeH, METO/IbI 3aLUTHI IPOIPAMM OT BUPYCOB,
OCHOBBI HH(PACTPYKTYPHI CHCTEM, IIOCTPOCHHBIX C  HCIOIb30BAHUEM ITyOIIIHBIX M CEKPETHBIX KITFOUEH,
(yHKIMOHUPOBaHUS 0a3 TaHHBIX U IPOSKTUPOBAHUIO IPOTPAMHOI0 00ECIEUEHHUS;

3.2

YMmeTh:

321

YMeTh NPUMEHSTh U3BECTHBIE, a TAKKE Pa3apadaThIBATh METOIBI M CPEICTBA MOACPKKH HHPOPMAIIMOHHOH 0€3011acCHOCTH
B KOMITBIOTEPHBIX CUCTEMAX JJIsl IPEJOTBPALICHUS [TOTEPh U MOBPEKICHUN TaHHBIX, P MIPOSKTUPOBAHUH ITPOIPAMHOTO
obecrnieyeHus ¢ coOmoieHneM TpeOoBaHuU HHHOPMAIIMOHHON 0€30IT1aCHOCTH.

3.3

Baanerts:

3.3.1

BrameTs HaBBIKAaMH, METOIAMH U CPEICTBAMH 3aITUTH HHGYOPMAINHN U YIIPABICHUS IIPaBaMU HCTIONb30BaHUS
UH()OPMAIIOHHBIX PECYPCOB IIPH Iepeaade KOHGHUICHIINANbHON HHGOPMALUY [0 KaHAJIaM CBSI3H, YCTaHOBJICHUU
HOUTHHHOCTH TIepelaBaeMbIX COOOIICHNUI, XpaHeHNN HHQOpManuy (JOKYMEHTOB, 6a3 TaHHEIX), B TOM UHCIIE
MPOEKTHPOBATh MPOrPaMMHOE 00eCcIIeueHHe O BCeMU TpeOOBaHUsMU IS oOecrieueHus: HH(GOPMAIMOHHOM 6€30IacHOCTH.




4. CTPYKTYPA U COJAEPKAHUE JTUCIUIIJIMHBI (MOLYJIS)

Kon HanmeHoBaHue pa3aenos u TeMm /Buj | Cemectp / | Yacos | Komneren- | Jlutepatypa IIpumevyanune
| 3aHATHA 3aHATHA/ Kvpc 107071
Pa3znen 1. Undopmanmonnast
0e3onacHocTb. OCHOBBI.

11 NupopmaronHas 6e30MaCHOCTb. 7 2 I1K-4.1 IIK- |JI1.1 JI1.2 JI1.3

OcHoBel.  /JIex/ 11.1 JI1.4 J11.5J12.1
J2.2712.3
2192
1.2 NupopmaronHas 6e30MacHOCTb. 7 3 I1K-4.1 IIK- |JI1.1 JI1.2 JI1.3
OcHoBel.  /J1a6/ 4.2 TIK-4.3 [JI1.4 JI1.5J12.1
NK-11.1 TIK |  J12.2J12.3
-11.2 TIK- 2192
11.3
1.3 Cpasuenue yrpo3 /Cp/ 7 10 MK-4.1 K- [JI1.1 J11.2 J11.3
42T1IK-4.3 |J11.4 JI1.5]12.1
MK-11.1 TIK | JI2.2 J12.3J13.1
-11.2 TIK- 0192
11.3
Pa3nen 2. Be3onacHOCTL cCOBpeMeHHBIX
CeTeBbIX TEXHOJIOTH .

2.1 be3onacHOCTh COBPEMEHHBIX CETEBBIX 7 4 I1K-4.1 IIK- |JI1.1 JI1.2 JI1.3

TexHosoru. /JIex/ 11.1 JI1.4 J11.5J12.1
J2.2712.3
2132
2.2 be3onacHOCTh COBPEMEHHBIX CETEBBIX 7 4 I1K-4.1 IIK- |JI1.1 JI1.2 JI1.3
TexHosorud. /J1ad/ 4.2 TIK-4.3 [JI1.4 JI1.5J12.1
MNK-11.1TIK| JI2.2J12.3
-11.2 TIK- 2132
11.3

2.3 00630p MyOIMKAIHIA TT0 COBPEMEHHBIX 7 10 TK-4.1 IIK- [JI1.1 J11.2 J11.3

ceTeBbIX TexHoiorusM /Cp/ 4.2 TIK-4.3 |JI1.4 J11.5]12.1
MK-11.1 TIK | J12.2 J12.3J13.1

-11.2 TIK- 2132
11.3

Pazgen 3. Metoan! obecniedeHust

HH(pOpPMANMOHHOIT 6e30MacHOCTH

HH(POPMANMOHHBIX

pecypcoB.

3.1 Metoabl obecrnieueHnss HHOOPMAIIMOHHOM 7 4 TIK-4.1 TIK- [J11.1 JI1.2 JI1.3
6e3omacHOCTH HH(POPMALIMOHHBIX 111 JI1.4 J11.5J12.1
pecypcos. /Jlek/ J12.2J12.3

D192

3.2 Metoabl obecrieueHnss HHOOPMAIIMOHHOM 7 10 TIK-4.1 TIK- [J11.1 JI1.2 JI1.3
6e3onmacHOCTH HH(POPMALIMOHHBIX 4.2 TIK-4.3 |J11.4 JI1.5J12.1
pecypcos. /Cp/ MK-11.1 TIK [J12.2 JI2.3J13.1

-11.2 TIK- D192
11.3

3.3 Mertoabl obecniedeHnss HHGOPMAIIMOHHON 7 4 TIK-4.1 TIK- |JI1.1 JI1.2 JI1.3
6e3omacHOCTH UHOOPMAITHOHHBIX 4.2 TIK-4.3 |JI1.4 JI11.5J12.1
pecypcos. /J1ab/ NK-11.1 TIK | JI2.2J12.3

-11.2 TIK- 01092
11.3

Paznen 4. Kpunrorpaguueckue
MeTO/IbI 3aIIUTHI HHOPMALUK




4.1 Kpunrorpaduueckue METOIbI 3ALIUTHI 12 | IIK-4.11K- | JI1.1J11.2
uHpopmanuu /Jlex/ 111 J1.3J11.4
JI1.5J12.1 J12.2
2.3
2132
4.2 Kpunrorpapuueckue METOIbI 3aLUTHI 12 | IIK-4.1T1IK- | JI1.1J11.2
uHpopmaruu /J1ad/ 4.2 TIK-4.3 J1.3J11.4
IK-11.1 TIK |JI1.5J12.1 J12.2
-11.2 TIK- 2.3
11.3 2132
4.3 IpuknaaHOe KUCTIONB30BAHUE 15 | [K-4.1TK-| J1.1J1.2
kpunrorpaguueckoro I10 unpopmanuu 4.2TIK-4.3 J1.3J11.4
/Cp/ MK-11.1 TIK [JI1.5J12.1 J12.2
-11.2 TIK- J12.3713.1
11.3 0132
Pazgen 5. Metoasl u cpeAcTBa 321U THI
HHPOpPMaALUHU B IePCOHATHLHOM
KOMINbIOTEpPe H KOMIILIOTEPHBIX CeTsX
5.1 MeTobl U CpeICTBa 3alIUThl HHpOpMaIu 3 MK-4.1 IIK- | JI1.1 J11.2
B IIEPCOHAJILHOM KOMIIBIOTEPE U 431IK-11.1| JI1.3J11.4
KOMITBIOTEPHBIX ceTsX /JIex/ JI1.5J12.1 J12.2
J12.3
3192
5.2 MeTobl U CpeICTBa 3alIUThl HHpOpMaIu 4 MK-4.1 IIK- | JI1.1 J11.2
B [IEPCOHAJILHOM KOMIIBIOTEPE U 4.2 TIK-4.3 J1.3J11.4
KOMITBIOTEPHBIX ceTsix /J1ab/ MK-11.1 TIK |JI1.5J12.1 J12.2
-11.2 TIK- J12.3
11.3 3192
5.3 MeToibl U CpeICTBa 3alIUThl HHpOpMaIu 12 | [K-4.1TIK- | JI1.1J11.2
B [IEPCOHAJILHOM KOMIIBIOTEPE U 4.2 TIK-4.3 J1.3J11.4
KOMITBIOTEpHBIX ceTsx /Cp/ MK-11.1 TIK |JI1.5J12.1 J12.2
-11.2 TIK- J12.3
11.3 3192
Pa3gen 6. DinexkTponHo-uudposas
MOANHUCH
6.1 JnekTpoHHO-nMppoBas noanuck /Jlex/ 4 NK-4.1 1IK- | JI1.1J11.2
111 J1.3J11.4
J1.5712.1 J12.2
2.3
01032
6.2 DnekTpoHHO-1H(ppoBas noanuck /J1ad/ 3 MK-4.1 IIK- | JI1.1 J11.2
4.2 TIK-4.3 J1.3J11.4
MK-11.1 TIK [JI1.5J12.1 J12.2
-11.2 TIK- 2.3
11.3 31032
6.3 DnekrpoHHO-THdpoBas moamnuck /Cp/ 12 | [K-4.1 TIK- | JI1.1J11.2
4.2 TIK-4.3 J1.3J11.4
MK-11.1 TIK [JI1.5J12.1 J12.2
-11.2 TIK- J12.3J13.1
11.3 0132
Pazgen 7. UndpacTpykTYypa OTKPBITBIX
KJIIOY e
7.1 WudpactpykTypa OTKpHITHIX Kitoueit /JIex/ 3 K-4.1 IIK- | JI1.1 JI1.2
11.1 TIK- J1.3J11.4
11.3 J1.5J12.1 J12.2
2.3
3132
7.2 WudpactpykTypa OTKPHITHIX Kitouel /J1ad/ 2 K-4.1 IIK- | JI1.1 JI1.2
4.2 TIK-4.3 J1.3J11.4
MK-11.1 TIK |JI1.5J12.1 JI2.2
-11.2 TIK- 2.3
11.3 3132




7.3 HudpacTpykTypa OTKpPBITBIX Kiltoueil 7 11 | IIK-4.1 IIK- [JI1.1 JI1.2 JI1.3
/Cp/ 42TIK-4.3 [JI1.4 JI1.5]12.1
IK-11.1 TIK | JI2.2 J12.3J13.1
-11.2 TIK- 0152
11.3
7.4 /Ox3amen/ 7 36 | IIK-4.1 IIK- |JI1.1 J11.2 JI1.3
42TIK-4.3 |JI1.4 J11.5J12.1
MNK-11.1 TIK| JI12.2J12.3
-11.2 TIK- 0192
11.3

5. ®OHJ OHEHOYHBIX CPEJCTB

5.1. KoHTpoJibHbIE BONPOCHI U 3aaHUSs

HpeHCTaBHeHO OTACIIBHBIM TOKYMEHTOM

5.2. TeMbl IHCbMEHHBIX PaGoT

HpeﬂCTaBﬂeHO OTACIIbHBIM JOKYMEHTOM

5.3. @oHjx OLIEHOYHBIX CPEACTB

Hpe,Z[CTaBJ'IeHO OTACIIBHBIM JOKYMECHTOM

6. YHAEBHO-METO/JMYECKOE H HTHOOPMAIIMOHHOE OBECIIEYEHHWE JTUCHUIIJIMHBI (MOAY JIST)

6.1. Pexomennyemas JiuTepatypa

6.1.1. OcHoBHas qUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron | Komuu-Bo
JI1.1 |Menbuukos B. I1., HudopmaimonHast 6€30MacHOCTh U 3auTa HHGOpMAaIUu: M.: Akagemus, 2011 15
Krneiimenos C. A., y4eOHOe IocoOue IS CTYAEHTOB BBICIINX YU4eOHBIX 3aBEJCHUM,
[Terpakos A. M. 00yJaroIuxcs 1o creruaibHocTu "MHpopMaoHHbIe
CHCTEMBI M TEXHOJIOTHH"
JI1.2 |Bapanoga E. K., babau |IupopmanuonHast 6€301macHOCTb U 3aiuTa HHGOpMAaIUu: Mockaa: 1
A.B. VYuebHoe nmocobue W3znatensckuit
Hentp PHO, 2017,
[OnexTponHbIit
pecypc]
JI1.3 |lllanerun B.O. HudopmaimonHast 6€30MacHOCTb U 3aluTa HHGOpMAaIUu: CapatoB: 1
y4ueOHOe nocobue ITpodobpazosanue,
2017,
[OnexTponHbIit
pecypc]
JI1.4 |Bapanosa E.K., babam |MupopmanmonHast 6€30MmacHOCTb U 3a1uTa HHQOpMaIuu: Mockaa: 1
A.B. YyebHoe nmocobue W3narensckui
Hentp PO, 2019,
[DnexTponubrii
pecypc]
JI1.5 [Iernos A. 1O, 3amuTa MHHOPMAIMU: OCHOBBI TEOPHH: Y YeOHUK Mockaa: 1
Iernor K. A. MzpatenbcTBO
IOpaiiT, 2020,
[SnexrponHsIit
pecypc]

6.1.2. JlonoTHUTeIbHAS IUTEPATYPA

ABTOpBI, COCTaBUTEIH

3arnasue

| MznarensctBO, TOn | Komuu-Bo




ABTOpBI, COCTABUTEIH 3arnaBue U3znatenbcTBO, roa | Kommd-Bo
JI2.1 |XKyk A. I1., XKyk E. I1., [3amura nuadpopmaruu: YueOHoe nocobue Mockaa: 1
Jlenemkun O. M., W3narenbckuii
Tumomkun A. U. Hentp PHO, 2015,
[DnexrponHusrit
pecypc]
J12.2 |XopesII. b. IIporpammMHo-annapatHas 3anmra uHbpopManuu: YueoHoe Mockaa: 1
nocobue W3natenscTBO
"®OPYM", 2015,
[DnexrponHsrit
pecypc]
J12.3  |Kpamapos C.O., Kpunrorpaduueckas 3amura uapopmarmu: YueOHoe nocoore |Mocksa: 1
Tumenko E.H. W3narensckuii
Hentp PHO, 2018,
[DnexrponHsrit
pecypc]
6.1.3. MeTtonnueckue pa3zpabdoTku
ABTODEI, COCTaBUTEIHN 3arnaBue UsparenscTBo, rox | Konuu-Bo
JI3.1 |bonpmakos A.C., Meronuieckne yKkazaHusi 1 KOHTPOJIbHBIE 3aaHUS 0 Mockaa: 1
Pexxe6 T.b.K. JucnuIuinHe MHXeHepHo-TeXHUYecKas 3alura vHhopmanuu: [MockoBckuii
y4eOHO-METOJMYECKOe ITocodue TEXHUYCCKHUH
YHUBEPCUTET CBS3U
" HH)OPMATHKH,
2013,
[@nexTponubrit
pecype]
6.2. [Tepeyennb pecypcoB HHPOPMAIMOHHO-TeJIeKOMMYHHKAMOHHO¥ ceTn "UHTepHeT"
31 [«Xabpaxabpy» [DnexrponHsIii pecypc]. — 201-. — Pexxum nocryna: http://habrahabr.ru/, ceo6oausii. — 3ari. ¢ skpaHa.
32  |«SecurityLab» [Dnexrponnsiii pecype]. — 201-. — Pexxum moctymna: https://www.securitylab.ru/, ceo6oansrii. — 3ari. ¢
9KpaHa.
6.3.1 Ilepevyens MporpaMMHOro odecrnevyeHust
6.3.1.1|Onepanuonnas cuctema Windows
6.3.1.2|I[Taxet mporpamm Microsoft Office
6.3.2 Ilepevyenb nHGPOPMAIUOHHBIX CIPABOYHBIX CHCTEM
6.3.2.1|CHC «KoncynprantlLmroc» - www.consultant.ru/ CTIC «I"apaut» - Www.garant.ru/
7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIHUIIJIMHBI (MOYJIST)
7.1| s nmpoBeieHnst ISKIIMOHHBIX 3aHATHH HEOOXOAMMa ayAUTOPHUS, OCHAIIEHHAs! KOMITBIOTEPOM U MYJIbTUMEANHHBIM
000pyJOBaHHEM.
7.2| s npoBeieHus 1aGOPATOPHBIX 3aHATHH HEOOXOIUM KOMIBIOTEPHBIH Ki1ace, 000pYA0BaHHbIM TEXHUKOH U3 pacueTa OAUH
KOMITBIOTEp Ha OJJHOTO 00y4aromerocs, ¢ 00ycTpoeHHbIM pab0YiM MECTOM IPETIo1aBaTels.
7.3| TpebyroTcst epCOHANBHBIC KOMITBIOTEPHI ¢ MporpaMMHbIM — obecnieueHreM MS OFFICE, nokanbHast BHIUUCITUTEIbHAS CETh

C BBIXO/IOM B TJI00alibHYIO ceTh Internet.
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