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1. HEJIX OCBOEHUA JUCHUTIIMHBI

11

(hopMHpOBaHHE 3HAHHUH 00 OCHOBHBIX MOJOKEHUSAX TCOPUHU U IPAKTHKH HHPOPMAITHOHHON 0€30MacHOCTH; YMEHHIA
MPUMEHSTH COBPEMEHHBIC METO/IBI M CPEJICTBA 3aLIMThHl HHPOPMALIUH B BEIYHCIUTEIBHBIX CUCTEMAaX H CETAX; KOMITETCHIHI
B 00yacTH pa3pabOTKK U HCIOJIb30BAHUS CPEJCTB 3aIIUThHl KOMITLIOTEPHON MH(OpMAIINH B IIpoIecce ee 00paboTKH,
nepenayy U XpaHeHHs B THPOPMAUOHHBIX CHCTEeMaX; IOHUMaHUsI OCHOBHBIX KOHIICTIIINI U MPUHIIUIIOB TEOPUU
KOJMPOBaHMS HHGOPMALUK; YMEHNI aHAJIM3UPOBATh U ONTHUMH3HPOBATE PabOTy CUCTEM KOJUPOBAHMUS C YIETOM IIOMEX U
omMOOK Iepeaaun HHGOPManK; yMEHUH aHaIM3UPOBATh U OLIEHUBATh YPOBEHB 3ALIUTHI KPUNITOTPAPUIECKIX CUCTEM, H
BBIOMPATH MOJIXOISIINE METOIBI B 3aBUCHMOCTH OT KOHTEKCTa UCIIOIB30BaHUS Y CTYACHTOB MPOQUIIS MOATOTOBKH —
BezonacHocTh HH()OPMAIIMOHHBIX CUCTEM M TEXHOJIOTHUH

2. MECTO JUCHUIIITUHBI B CTPYKTYPE OOII

Lk (paszen) OOIL: [B1.B.01

2.1

TpeGoBanus K NpeABapuTeIbHON MOATOTOBKE 00y4aK0IIErocs:

211

[ konbHbBIH Kype auctumuinabl: MHpopmaruka u KT

2.2

Ill/lCIII/ll'lJ'II/lHLl H MMPAKTUKH, VI KOTOPbIX OCBOCHUE JAHHOM IUCHUTIITHHBI (MOZ[y.]'lil) HEeo0XO0UMO KaK
npeamecTByriiee:

221

BesonmacHocTh 0a3 JaHHBIX

222

Kpunrorpaduueckue METO b 3aIIUTH HHPOPMALTUU

3. KOMIIETEHIINHN OBYYAIOIIEI'OCs, @OPMUPYEMBIE B PE3YJIBbTATE OCBOEHUS JUCITUITIJINHbBI

(MOJLYJIST)

IIK-4.3: Ob6ecneunBaeT HHPOPMALMOHHYIO 0€30MACHOCTH

B pe3yabTaTe ocBOEeHHS TMCHUILTUHEI 00yYaIOLIUIiCS 0 KeH

3.1

3HaTh:

3.11

OCHOBHBIE IOHATHUS B 001acTh nH(popMaoHHo! 6e30nmacHocTH; COBpEeMEHHBIE METOIBI M CPEICTBA 3aLIUTH HH(OpMAaLHK
B BBIYHCIIMTENIBHBIX CUCTEMax U ceTsix; OCHOBBI KpUnTOorpaguu U TEOPHH KOJUPOBaHUS HH(POpMALUH; YTPO3bI
nH(OpMaOHHOW 0€30MaCHOCTH M METOIBI HX IpeNoTBpaienus; HopMaTHBHEBIE IPaBOBBIE AKTHI, PErYIHPYIOIINE
BOTIPOCHI Oe30IacHOCTH HH(pOpMaLUU; MaTeMaTHUECKHEe OCHOBBI KpUNITOTpaduu, OpraHu3allMOHHbIEe, TEXHUYECKUE U
MIPOrpaMMHBIE METO/IBI 3aLIUTHI M aHAIIN3a HHQOPMAIIH B COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEMAX.

3.2

YMeTh:

321

PazpabaTbIBaTh U UCIONB30BAaTh CPEACTBA 3ALUThHI KOMIIBIOTEPHON HH(pOPMAIUU B IIpoliecce ee 00padoTKH, epeaadu u
XpaHeHHs B MHPOPMAIIMOHHBIX CHCTEMaX; AHAIN3UPOBATH 1 ONTUMU3HPOBATH PAOOTY CHCTEM KOJHPOBAHHUS C YIETOM
nomex U omubok nepenaun uHGopmaryu; OLUEeHUBAaTh YPOBEHb 3aIUTHl KPUNTOrpadMIeCKUX CUCTEM U BHIOUpATh
MOAXO/SIINE METOBI B 3aBUCHMOCTH OT KOHTEKCTA HCIIOIb30BaHMsl; COBMECTHO paboTaTh B TPYIIIE IS PEIICHUS 3a/1ad,
CBSI3aHHBIX C o0ecreueHueM 0e30MacHOCTH MHOPMAIIMOHHBIX CUCTEM U T€XHOIOTHH.

4. CTPYKTYPA U COJIEP)KAHUE IV CLHUILIMHBI (MOLYJIS)

Kon HaunmenoBanue pa3ienoB u TeM /Buag | Cemectp / | YacoB | Komneren- | Jlutepatypa [pumeuanue
3aHATUS 3aHATH/ Kvne 1001
Paznen 1. [lousiTue nuHpopmMauoHHOH
0e3omacHOCTH
11 OcHOBHBIE TIOHSTHS HHQOPMAIIMOHHOM 1 1 T1K-4.3 JI1.1
6e3zonacHoctu. /JIex/ JI1.2J12.1J13.1
32
1.2 OpraHu3anroHHO-TIpaBoBast 6aza. /Jlek/ 1 2 IK-4.3 J.1
JI1.2J12.1J13.1
32
Pa3gen 2. OcHoBbI TEOpHH
KOAMPOBAHUS
2.1 MopnenupoBaHye HCTOYHIUKOB 1 1 T1K-4.3 JI1.1
COOOIIEHNI 1 KaHAIOB CBA3U. /JIek/ JI1.2J12.1J13.1
32




2.2 MopenupoBaHue HCTOYHUKOB COOOILIEHUI I1K-4.3 JI1.1
Y KaHaJoB cBs3u. /JIab/ JI1.2J12.1J13.1
32
2.3 MopenupoBaHie HCTOYHHUKOB COOOLICHHI
U KaHajoB cBs3u. /Cp/ 22
24 IMonsTre komupoBanus /JIek/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
25 [MousTre xonuposanus /Cp/
32
2.6 INonstue xogupoBanus /J1ab/ ITK-4.3 J1.1
JI1.2J12.1J13.1
32
2.7 Cxumaromye konpl.  /JIex/ IK-4.3 J1.1
JI1.2J12.1J13.1
22
2.8 TTomexoycroiiunBbie kKoabl. /JIek/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
2.9 TIpaktuka xomupoBanus /J1a6/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
2.10 TIpakruka xomuposanus /Cp/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
Pa3znen 3. 3amura
KOH(pUIEeHINATLHOCTH
3.1 Hcropus kpunrorpaduu. /Jlex/ IK-4.3 J1.1
JI1.2J12.1J13.1
32
3.2 IIpakTuka mudpoBaHus U KpUNTOAHATIHN3A IK-4.3 J1.1
/J1ab/ JI1.2J12.1J13.1
32
3.3 IIpakTuka mudpoBaHus U KPUNTOAHATIHN3A IK-4.3 J1.1
/Cp/ JI1.2J12.1J13.1
32
34 CoBpemenHbIe UppcucTemMsl. /JIek/ [1K-4.3 JI1.1
JI1.2J12.1J13.1
32
3.5 CoBpemenHsbIe mudppcucTeMsl. /J1ad/ [1K-4.3 J1.1
JI1.2J12.1J13.1
32
3.6 CospemenHsie mudppcuctemsl. /Cp/ IK-4.3 JI1.2J12.1J13.1
32
3.7 Creranorpous. /Jlex/ I1K-4.3 J1.1
JI1.2J12.1J13.1
32

Paznen 4. 3ammTa 1o0cTynnHOCTH




41 Cetesble TexHonoruu /JIex/ 1 1 I1K-4.3 J1.1
JI1.2J12.1J13.1
22
4.2 CucreMbl pa3rpaHUueHUs IPaB AOCTYIA. 1 1 ITK-4.3 J1.1
/JTex/ JI1.2J12.1J13.1
22
4.3 [Ipotokoser AAA. /Jlex/ 1 1 I1K-4.3 J1.1
JI1.2J12.1J13.1
22
Paznen 5. PaGoTa naag npoexkTom
51 CamocrosTenbpHas paboTa HaJl IPOEKTOM 1 12 I1K-4.3 J1.1
/J1ab/ JI1.2J12.1J13.1
22
5.2 CamocrosTenbHas paboTa HaJl IPOEKTOM 1 39 ITK-4.3 J1.1
/Cp/ JI1.2J12.1J13.1
22
5.3 /KonTp.pab./ 1 13 [1K-4.3 J1.1
JI1.2J12.1J13.1
22
54 /Ox3amen/ 1 14 I1K-4.3 J1.1
JI1.2J12.1J13.1
22

5. OHEHOYHBIE CPEJACTBA

5.1. OHeHO‘IHLIe MaTepuaJibl 1J5l TEKyHIE€ro KOHTPOJIA U l'lpOMe)KyTO‘IHOﬁ aTTreCTalluu

HpCZ[CTaBJ'ICHI)I OTACJIbHBIM JOKYMEHTOM

5.2. OneHouyHble MaTepUaJbI JJIs1 JHATHOCTHYECKOr0 TeCTHPOBAHUS

HpeZ[CTaBJ'IeHLI OTACJIbHBIM JOKYMEHTOM

6. YHAEBHO-METO/JMYECKOE H HTHOOPMAIIMOHHOE OBECIIEYEHUWE JTUCHUIIJIMHbBI (MOAY JIST)

6.1. PexoMennyemas qutepatypa

6.1.1. OcHoBHas aUTEpaTypa

ABTOpBI, COCTaBUTEIH 3arnaBue WzparensctBo, roxn | Konnu-Bo
JI1.1 |3enxoB A. B. HNudopmaimonHas 6e301MacHOCTh U 3aliuTa HHHOPMAILHH: Mocksa: FOpaiir, 1
yuebHoe nocobue 1is By30B 2023, A11eKTpOHHBIH
pecypc
JI1.2 |lllanerun B.O. HNudopmaimonHas 6€301MacHOCTh KOMITBIOTEPHBIX CHCTEM U Mocksa: 1
cereii: YueOHOe mocobue Wznarensckuii [Jom
"®OPYM", 2023,
3JIEKTPOHHBII
pecypc
6.1.2. JlonoTHUTeIbHAS IUTEPATYPA
ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, rox | Komuu-Bo
JI2.1 |Cprues 1O. H. 3amura nHGOpMaNKU U HHPOPMAIIMOHHAsA 0€30I1aCHOCTb! Mocksa: UHOPA- 10
yueOHoe nocobue M, 2023
6.1.3. MeTtonnueckue pa3padoTku
ABTOpBI, COCTaBUTEIH 3arnaBue WznarensctBo, ron | Komuu-Bo




ABTOpLI, COCTaBUTCIIN 3aryaBue I/I3Z[aTeJ'H>CTBO, rong Konuu-Bo

JI3.1 |MopryHos, A. B. WNudopmaimonHast 6€30MacHOCTh: y4eOHO-METOIUUECKOe HoBocubupck: 1
nocobue HoBocubupckuii
TOCY/IapCTBEHHBII
TEXHUYECKUI
yauBepcuteT, 2019,
SJIEKTPOHHBII

pecypce

6.2. TlepeyeHb pecypcoB HHGPOPMAIMOHHO-TEJIEKOMMYHUKANMOHHOH ceTd "UHTepHeT"

D1  |«SecurityLab» https://www.securitylab.ru/

32 |«The Hacker News» https://thehackernews.com/

6.3.1 Ilepeyenb MporpaMMHOro odecrneveHust

6.3.1.1|Onepannonnas cucrema Windows

6.3.1.2|ITaker nporpamm Microsoft Office

6.3.2 IlepeueHb HH(POPMALHOHHBIX CIIPABOYHBIX CHCTEM

6.3.2.1|CIIC «KoncynsrantlIlmroc» - www.consultant.ru/

6.3.2.2|CIIC «KoncynsrantlIlmroc» - www.consultant.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHME JUCHUIIJIMHBI (MOAY JIs1)

7.1|YueOHas ayauTopHst AJ1s IPOBEACHHS 3aHATHIH JICKIMOHHOTO THIIA, 3aHATHI CEMUHAPCKOTO THIA (JIAOOPATOPHBIX 3aHATHH),
TPYIIOBBIX 1 HHAWBUAYAIBHBIX KOHCYJIbTALNH, TEKYIIETO KOHTPOJIS ¥ IPOMEKYTOYHOH aTTeCTallu.

7.2|OcHameHa: KOMIUICKT ClIeNUaIN3UPOBAHHON yueOHOI MeberH, MapKepHas (MeJIoBasi) 10CKa, KOMILIEKT IIEPEHOCHOTO
MYJIBTHMEAUIHOTO 000PYI0BaHHS - KOMITBIOTEP, IPOEKTOP, IPOEKIHOHHBIN YKpaH, KOMITBIOTEPHI ¢ BO3MOKHOCTBIO BEIX0/1a
B IHTepHET U IOCTYIIOM B 3JICKTPOHHYIO HH()OPMAIMOHHO-00Pa30BaTEIILHYIO CPERy.

7.3]O0ecmieueH HOCTY K ceTH VIHTEpHET U B 3JIEKTPOHHYIO HHPOPMAMOHHYIO CPeTy OpTraHNu3alHH.




