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1. HEJIX OCBOEHUA JUCHUTIIMHBI

11

(hopmMupoBaHUe 3HAHHI 00 OCHOBHBIX MOJIOKECHUAX TEOPUU U MPAKTHKH HHPOPMALMOHHON 0€30MaCHOCTH; YMEHUIA
MPUMEHSTh COBPEMEHHBIC METOJIbI M CPEJICTBA 3aLIMTHl HHPOPMALIUH B BEIYMCIUTEIBHBIX CUCTEMAX M CETSAX; KOMIICTCHIIUH
B 00JIacTH pa3pabOTKK U MCIOJIB30BAHUS CPEJCTB 3aIIUTHl KOMITLIOTEPHON MH(OpMAIIMH B IIpolecce ee 00paboTKH,
nepeayn ¥ XpaHeHus: B UHPOPMAIIMOHHBIX CHCTEMaX; MOHUMAaHHSI OCHOBHBIX KOHICTIIUHA U MPUHIUIIOB TEOPUH
KOJIMPOBaHUS HHOOPMALIUK; YMEHUH aHAIH3UPOBATh U ONTUMU3UPOBATH PA0OTY CHCTEM KOIUPOBAHHMS C yIETOM ITOMEX H
ommOOoK nepeauu nHPOpMaLUK; YMEHUH aHATN3UPOBATh U OIIEHUBATH YPOBEHB 3aLIUTHI KPUNITOIpaQUUECcKUX CHCTEM, U
BBIOMPATH MOAXO/SAIINE METOIBI B 3aBUCUMOCTH OT KOHTEKCTa UCTIOIb30BAHMUS Y CTYACHTOB MPOMUIIS MOJITOTOBKU —
be3zonacHOCTh HH(POPMALIMOHHBIX CUCTEM M TEXHOJIOTHUH

2. MECTO JUCHUIIITUHBI B CTPYKTYPE OOII

Lk (paszer) OOIL: [B1.B.01

2.1

TpeGoBaHus K NpeABAPUTEIbHON MOATOTOBKE 00y4al0UIerocs:

211

Nudopmaruka u UKT B 00beMe mporpamMMbl CpeIHEH MIKOJIBI

2.2

I[P[CIH/I]I.]'II/IH])I 1 MPaAKTHKH, I KOTOPBIX OCBOCHHE JTAHHOM TUCHMIIJIHHbBI (MO}IyJIﬂ) He00X0UMO KaK
npeamecTrByrouiee:

221

Be3omacHocTh 6a3 TaHHBIX

222

Cetu OBM

3. KOMIIETEHIIMHX OBYYAIOIIEI'OCA, ®OPMUPYEMBIE B PE3YJIBTATE OCBOEHUSA JUCITUIIJINHBI

(MOZYJIST)

IIK-4.3: Ob6ecneuynBaeT UHPOPMALMOHHYIO 6€30MACHOCTH

B pe3yabTaTe 0CBOCHUA U CHUIIIMHBI oﬁyllaloumiflcsl JOJIZKCH

3.1

3HaTh:

311

OcHOBHbIE NOHATHS B 0071acTH HHPOPMAIIMOHHOI Oe30nacHocTH; COBpeMEHHBIE METO/IbI U CPENICTBA 3AIUTH HHPOPMAIIH
B BBIYMCIIUTENBHBIX CUCTEMaX U ceTaX; OCHOBHI KpUNTOrpahuu U TEOPUH KOAUPOBAHUS HHGOPMAIIH; Y TPO3BI
MH(OPMAIIOHHOH 0€30MacCHOCTH ¥ METOIbI HX MIPEJOTBpalieHus; HopMaTuBHBIE IPaBOBBIC aKThl, PETyIUPYIOLIHE
BOIIPOCHI Oe3omacHocTH HHpOpMaIy; MareMaTiueckrue OCHOBBI KpUITOTpady, OpraHn3allHOHHbIE, TEXHUUECKHE
MPOTPaMMHBIE METO/IbI 3ALIUTHI U aHAJIU3a HHPOPMAIFH B COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEMaX.

3.2

YMmerTh:

321

PazpabaTbIBaTh U UCHONB30BATh CPEACTBA 3aIUTHl KOMIBIOTEPHOH HH(pOpMaIMuU B IpoLiecce ee 00paboTKH, epeiauu u
XpaHEeHHs B HHYOPMAIOHHBIX CHCTEMAaX; AHaTU3UPOBAThH U ONTHMH3UPOBATH PA0OTyY CHCTEM KOAUPOBAHHS C yIETOM
nomex u omubok nepenayn nHpopmauu; OLEeHUBATh YPOBEHb 3aIUTHl KPUITOrpaUIeCKUX CUCTEM U BEIOMPATh
HOIXOJIAIINE METOIBI B 3aBUCHMOCTH OT KOHTEKCTa HCTIONB30BaHuUs; COBMECTHO paboTaTh B TPYIIIIE Ui PEIICHNS 3a/1ad,
CBSI3aHHBIX ¢ o0ecreyeHueM 0e30MacHOCTH HH(GOPMAIIMOHHBIX CUCTEM U T€XHOJIOTHHA.

4. CTPYKTYPA U COAEP KAHUE JUCHUIIIMHBI (MOIY JIST)

Kon HaunmenoBanue pasienoB u Tem /Bua | Cemectp / | UacoB | Komneten- | Jlutepatypa [Ipumeuanue
3aHATHS 3aHATH/ Kvnc 1101
Pazpnean 1. [lonsitue nndgopmMannoHHOi
0e3onacHoCTH
11 OCHOBHBIE ITOHATUS HHPOPMALUOHHON 1 1 IK-4.3 J1.1
6e3omacHoctr. /JIex/ JI1.2J12.1J13.1
32
1.2 OpraHu3alioHHO-TIpaBoBas 6aza. /JIex/ 1 2 IK-4.3 J1.1
JI1.2J12.1J13.1
32
Paznen 2. OcHOBBI TeOpUH
KO/ITMPOBaHUSA
2.1 MopenupoBaHie HCTOUHUKOB 1 1 T1IK-4.3 JI1.1
COOOIIEHNI U KaHATOB CBA3U. /JIex/ JI1.2J12.1J13.1
32




2.2 MopenupoBaHue HCTOYHUKOB COOOILIEHUI I1K-4.3 JI1.1
Y KaHaJoB cBs3u. /JIab/ JI1.2J12.1J13.1
32
2.3 MopenupoBaHie HCTOYHUKOB COOOLICHHI
U KaHajoB cBs3u. /Cp/ 22
24 IMonsTre komupoBanus /JIek/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
25 [MousTre xonuposanus /Cp/
32
2.6 INonstue xogupoBanus /J1ad/ ITK-4.3 J1.1
JI1.2J12.1J13.1
32
2.7 Cxumaromye konpl.  /JIex/ IK-4.3 J1.1
JI1.2J12.1J13.1
22
2.8 TTomexoycroiiunBbie kKoabl. /JIek/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
2.9 TIpaktuka xomupoBanus /J1a6/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
2.10 TIpaktuka xomuposanus /Cp/ I1K-4.3 J1.1
JI1.2J12.1J13.1
22
Pa3znen 3. 3amura
KOH(pUIEeHINATLHOCTH
3.1 Hcropus kpunrorpaduu. /Jlex/ IK-4.3 J1.1
JI1.2J12.1J13.1
32
3.2 IIpakTuka mudpoBaHus U KpUNTOAHATIHN3A IK-4.3 J1.1
/J1ab/ JI1.2J12.1J13.1
32
3.3 IIpakTuka mudpoBaHus U KpUNTOAHATIN3A IK-4.3 J1.1
/Cp/ JI1.2J12.1J13.1
32
34 CoBpemenHbIe UppcucTemMsl. /JIek/ [1K-4.3 JI1.1
JI1.2J12.1J13.1
32
3.5 CoBpemenHsbIe mudppcucTeMsl. /J1ad/ [1K-4.3 J1.1
JI1.2J12.1J13.1
32
3.6 CospemenHsie mudppcuctemsl. /Cp/ IK-4.3 JI1.2J12.1J13.1
32
3.7 Creranorpous. /Jlex/ I1K-4.3 J1.1
JI1.2J12.1J13.1
32

Paznen 4. 3ammTa 1o0cTynnHOCTH




41 CeteBble TexHOnoruu /Jlex/ 1 1 I1K-4.3 JI1.1
JI1.2J12.1)13.1
92
4.2 CucteMbl pa3rpaHU4eHHUs IIPaB AOCTYIA. 1 1 ITK-4.3 JI1.1
/JTex/ JI1.2J12.1J13.1
22
4.3 IIpotokoner AAA. /Jlex/ 1 1 IK-4.3 JI1.1
JI1.2J12.1)13.1
22
Pa3nen 5. PaGora Hax nmpoexkTom
51 CamocrosrenbHas paboTa HaJl IPOEKTOM 1 12 ITK-4.3 JI1.1
/J1a6/ JI1.2J12.1)13.1
22
5.2 CamocrosrenbHas paboTa HaJl IPOEKTOM 1 39 ITK-4.3 J1.1
/Cp/ JI1.2J12.1J13.1
22
5.3 /KonTtp.pab./ 1 13 [1K-4.3 JI1.1
JI1.2J12.1713.1
22
54 /Ox3ameH/ 1 14 IK-4.3 J1.1
JI1.2J12.1713.1
22

5. OHEHOYHBIE CPEJACTBA

5.1. OHeHO‘IHLIe MaTepuaJibl 1J5l TEKyHIE€ro KOHTPOJIA U l'lpOMe)KyTO‘IHOﬁ aTTreCTallun

HpCZ[CTaBJ'ICHI)I OTACJIbHBIM JOKYMEHTOM

5.2. OneHo4yHble MaTePHAJIbI /ISl JMATHOCTHYECKOr0 TECTHPOBAHUS

HpeZ[CTaBJ'IeHLI OTACJIbHBIM JOKYMEHTOM

6. YHAEBHO-METO/JMYECKOE H HTHOOPMAIIMOHHOE OBECIIEYEHUWE JTUCHUIIJIMHbBI (MOAY JIST)

6.1. PexoMennyemasi 1urepatypa

6.1.1. OcHoBHas aUTEpaTypa

ABTOpBI, COCTaBUTEIN 3arnaBue WzparensctBo, ron | Komnu-Bo

JI1.1 |3enxoB A. B. HNudopmaimonHas 6e301acHOCTh U 3aliuTa HHHOPMALUH: Mockaa: FOpaiir, 1
yuebHoe nocobue 1is By30B 2023, a5eKTpOHHBIN

pecypce

JI1.2 |lllanerun B.O. HNudopmaimonHas 6e301MacHOCTh KOMITBIOTEPHBIX CHCTEM U Mocksa: 1
ceteit: YueOHoe nmocobue Wznatenbckuii lom
"®OPYM", 2023,
3JIEKTPOHHBII

pecypce

6.1.2. JlonoTHUTeIbHAS IUTEPATYPA

ABTODBI, COCTABHTEITH 3arnaBue WznarensctBo, rox | Kommd-Bo
JI2.1 |Cprues 1O. H. 3amura nHGOpMaNKK U HHPOPMAIIMOHHAsA 0€30IaCHOCTb! Mocksa: UH®PA- 10
yueOHoe nocobue M, 2023

6.1.3. MeTtonnueckue pa3padoTku

ABTOpI:I, COCTaBUTCIIN 3armaBue I/I3,HaT€J'II>CTBO, rog Komma-Bo




ABTOpLI, COCTaBUTCIIN 3armaBue I/I3Z[aTeJ'H>CTBO, rong Konuu-Bo

JI3.1 |MopryHos, A. B. HNudopmanmonHast 6€30MacHOCTh: y4eOHO-METOIUUECKOE HoBocubupck: 1
nocobue HoBocubupckuii
TOCY/IapCTBEHHBII
TEXHUYECKUI
yauBepcuteT, 2019,
SJIEKTPOHHBII

pecypce

6.2. [Tepeyenb pecypcoB HHGOPMAMOHHO-TeJIeKOMMYHHKAaMOHHOH ceTn "UHTepHeT"

D1  |«SecurityLab» https://www.securitylab.ru/

32 |«The Hacker News» https://thehackernews.com/

6.3.1 Ilepeyenb MporpaMMHOro odecrneveHust

6.3.1.1|Onepannonnas cucrema Windows

6.3.1.2|ITaker nporpamm Microsoft Office

6.3.2 IlepeueHb HHPOPMALUOHHBIX CHIPABOYHBIX CHCTEM

6.3.2.1|CIIC «KoncynsrantlIlmroc» - www.consultant.ru/

6.3.2.2|CIIC «KoncynsrantlIlmroc» - www.consultant.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHME JUCHUIIJIMHBI (MOAY JIs1)

7.1|YueOHas ayaAuTOpHs IS IPOBEACHHS 3aHATHIH JICKIMOHHOTO THIIA, 3aHATHIH CEMHHAPCKOTO THIIA (J1Ta00PaTOPHBIX 3aHATHH),
TPYIIOBBIX 1 HHAWBUAYAIBHBIX KOHCYJIbTALNH, TEKYIIETO KOHTPOJIS ¥ IPOMEKYTOYHOH aTTeCTallu.

7.2|OcHameHa: KOMIUICKT ClIeNUATN3NPOBAHHON yueOHOI Mebern, MapKkepHas (MeIoBasi) J0CKa, KOMIUICKT IIEPEHOCHOTO
MYJIBTHMEAUIHOTO 000pYIOBaHUSA - KOMITBIOTED, IPOEKTOP, MPOSKIIMOHHBIH KpaH, KOMIBIOTEPHI ¢ BO3MOKHOCTBIO BBIXOIA
B IHTepHET U IOCTYIIOM B 3JICKTPOHHYIO HH()OPMAIMOHHO-00Pa30BaTEIILHYIO CPERy.

7.3|Obecmieuer gocTym K ceTd VIHTEpHET U B 3JI€KTPOHHYIO HHPOPMAMOHHYIO Cpely OpraHNu3aluy.




